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How to verify
visual content online

Tips and tricks for verifying images and videos,
and a look at how they are often manipulated.
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Provenance

Where did

the content
originate?
What journey
has it been

on since then?

Verification: the five pillars of visual verification

Source

Who sent it to
you? Who sent it
to them? Where
did they find it?
How it traveled
will tell you a lot
about that piece
of content.

Date

When was
it created?

Location

Where was

the content
or account

created?

Motivation

why might this
account have
been made?
What motives do
the creators have
for producing
the content?



Verification: Toolkit

KEY THEORIES AND PRINCIPLES:
A RECAP FROM THE WORKSHOP

Here are some toolkits that will come o FIRSTORATT
In handy when tackling misinformation.

Basic Toolkit - An online dashboard with essential tools
to research, monitor, verify and cover disinformation.

Advanced Toolkit - An online dashboard constantly
updated with the latest tools, websites, resources,
APl scrapers and more.

First Draft Courses

= Too much information? - Public guide to navigate the infodemic
= Coveting coronavirus - an online course for journalists

First Draft Guides

& Fundamentals of online newsgathering

Mobile journalism toolkit - A free app toolkit specifically
designed for mobile phones, with tools, how-to guides,
games and challenges.

& Understanding information disorder

& Verifying online information
&' Reponsible Reporting
& Closed Groups, Messaging Apps and Online Ads

Verifying Images - Reverse Image Search

& Google Images Search

& RevEye - Reverse Image Search
8 TinEye - Reverse Image Search
3 BING - visual search

% Reverse Image Search (@SearchBylmages) | Twitter

Verifying images - Exif/metadata

Jeffrey Friedl's Image Metadata Viewer
View Exif data online, remove Exif online

Verifying Video

& Fake video news debunker by InVID
Reuters course - Manipulated Media
# Amnesty Youtube data viewer

Geolocation

& Google Earth

& Wikimapia

» OpenStreetMap
& Google Maps

& Baidu - BEthE

Ad Transparency

'i Ad Library
& Google Transparency Report
Adobservatory.org

Investigating websites

ul domainbigdata
& ViewDNS.info

Twitter

¥ Tweetdeck

@ Twitonomy

| Followerwonk
# TweetBeaver

&8 Twitter List Copy
- Trendsmap

Facebook

¥ CrowdTangle Search
CrowdTangle x Investigation Resources | CrowdTangle Help CenterG.
K3 US Politics CT Live Displays

Instagram

Instagram Web Viewer
B Pikdo.info

TikTok

© How to Use TikTok

+%, TikTok OSINT tool

B Researching OSINT - TIKTOK

M Tikster - Online viewer

71 Tiktoka.com - Online viewer

© How TikTok's 'For You' Algorithm Works | WIREDMenuStory SavedC.

Finding People

w1 Spokeo

[ Advanced LinkedIn Search

@ hunterio

M https://www.social-searcher.com/
@ WebMii
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Verification: how to reverse image search

Just as you can ask
search engines to check
for facts and names,
you can also ask them
whether an image

has been previously
published online.

Google Chrome Right-click on any image, hit “Search Google for image”
and see if a picture has appeared online before.
Yandex Enter an image address or upload a file to search
a huge image database.
TinEye Search on TinEye and you can sort results by date,

making it useful for finding the original.

RevEye browser
extension

Right click on a pic and immediately perform a search
on any or all of the above platforms and more.

Bing

The main search bar has an option to “Try Visual Search?”.
You can upload an image, copy in a URL or even take a
photo to search.
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FURTHER READINGS
AND RESOURCES

Verifying
online
information

Verifying online information -

Discover our Essential Guide.

Health fact checking
- AFP Fact Check >

Learn the concepts you’ll need to master to fact check claims
around health.

How to reverse image search
to verify stories on your phone -

Watch a tutorial on how to perform a reverse image search.

The media manipulation casebook -

(Technology & Social Change Project at Harvard Kennedy
School’s Shorenstein Center) Read up on the life cycle method
for understanding media manipulation and disinformation.

FIRST DRAFT VACCINE INSIGHTS STUDY COMPANION

Basic verification tools
- AFP Fact Check »

Get an introduction to the tools used most often by fact checkers.

PAGE 5
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FIRST

DRAFT Flexible Learning Course program | February — April 2027

With the ability to build your own
syllabus, live interpretation in your
language and on-demand lesson
recaps, this highly customizable
course is designed for busy
schedules and varied levels

of knowledge and experience.

Learn more at firstdraftnews.org/
vaccineinsights/#training

FIRST DRAFT VACCINE INSIGHTS STUDY COMPANION

HOW TO

UNDERSTAND VACCINE

MISINFORMATION

HOW TO IDENTIFY
THE KEY VACCINE
NARRATIVES

HOW TO SEARCH
ONLINE

HOW TO MONITOR
CONVERSATIONS
ON SOCIAL MEDIA

HOW TO MONITOR
CONVERSATIONS
IN CLOSED SPACES

10.

HOW TO VERIFY
VISUAL CONTENT
ONLINE

HOW TO TRACE
SOURCES

HOW TO AVOID
AMPLIFYING
MISINFORMATION

HOW TO PUBLISH
RESPONSIBLY

HOW TO ANSWER
QUESTIONS
(BEFORE THEY’VE
BEEN ASKED)
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. Up next:

How to trace sources
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